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Autoreporter

The project has been a 
great at handling botnets, 
phishing, and other
malicious content.

But what about the rest of 
the data we gather: open 
and vulnerable services?







Total amplification (reports received 2022-05-31)

Chargen: 130 * 358.8

LDAP: 409 * (46+55)/2

Memcached: 142 * 
(10000+51000)/2

MDNS: 2889 * (2+10)/2

NetBIOS: 5202 * 3.8

NTP: 6290 * 556.9

Portmapper: 10693 * (2+7)/2

SSDP: 692 * 30.8

QOTD: 24 * 140.3

TFTP: 2408 * 60

TOTAL: 8 078 919
(28879 targets)

(rough estimate, misses a lot of 
things such as middleboxes)





“Finnish networks”?

$ cut -d ';' -f 1 ip-ranges-asns.txt | sort | uniq | wc -l

240
$ wc -l ip-ranges.txt 

1204 ip-ranges.txt
$ cut -d '/' -f 2 ip-ranges.txt |  awk '{sum+=2^(32-$1)}END {print sum}' 

15 411 456

Autoreporter has ISP:s as the contacts

We could (and have) also tried to contact the 

customers directly



Kohdentaminen: vtkk-asiakkaat





How to do
better?
Juhani.eronen@traficom.fi
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