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What hijinks has 
Packet Clearing House 

been getting up to lately?



Started in 1993-1994 to build IXPs in the United States
Built five IXPs on the west coast 1994-1995
Started assisting with IXP construction internationally in 1995
Expanded to providing TLD nameservice in 1997
Started deploying root nameservice in 2000
Began providing services over IPv6 in 2001
Started Internet infrastructure security work in 2002
Became fully IPv4/IPv6 dual-stack in 2009
Started providing FIPS 140-2 L4 DNSSEC signing in 2011

A Short History of PCH



Support for Internet exchange points and routing resilience

Support for the core of the domain name system and DNS security

Regulatory and policy support to governments

Cybersecurity coordination

We mainly work in four areas:



…including Tampere…
…but not yet Helsinki.

Servers at IXPs in 274 cities, 125 countries



DNS for the top-level domains of 120 countries 



DNSSEC key management for 25 countries 



Repatriation of African ccTLDs
Country CC TLD Admin DNSSEC
Seychelles .sc Afilias yes
Angola .ao Associação DNS.PT no
Cabo Verde .cv Associação DNS.PT no
Guinea-Bissau .gw Associação DNS.PT yes
Sao Tome and Principe .st Bahnhof AB no
Central African Republic .cf Freenom no
Equatorial Guinea .gq Freenom no
Gabon .ga Freenom no
Mali .ml Freenom no
Congo (RDC/Brazzaville) .cg Interpoint Switzerland no
Gambia .gm Jorn Grotnes no
Guinea .gn Randy Bush yes
Liberia .lr Randy Bush yes



Repatriation of African ccTLDs
Country CC TLD Admin DNSSEC
Seychelles .sc Afilias yes
Angola .ao Associação DNS.PT no
Cabo Verde .cv Associação DNS.PT no
Guinea-Bissau .gw Associação DNS.PT yes
Sao Tome and Principe .st Bahnhof AB no
Central African Republic .cf Freenom no
Equatorial Guinea .gq Freenom no
Gabon .ga ANINF yes
Mali .ml Freenom no
Congo (RDC/Brazzaville) .cg Interpoint Switzerland no
Gambia .gm Jorn Grotnes no
Guinea .gn Randy Bush yes
Liberia .lr Randy Bush yes





Where does South African bandwidth go?



Decentralizing Social Media



Becoming a Treaty Organization

?



Energy and Carbon Balancing



Supporting Other Organizations



If you wish to have a private conversation, put your mobile 
phone, and the phone of the person you want to talk to, 
inside this box, and seal it shut. This box is opaque to visible 
light and reduces sound and radio, protecting you from 
eavedropping by your phone. For a more detailed explana-
tion, scan the QR code on the front of the box.

Si desea tener una conversación privada, coloque su 
teléfono móvil y el teléfono de la persona con la que desea 
hablar dentro de esta caja y ciérrela. Esta caja es opaca a la 
luz visible y reduce el sonido y la radio, protegiéndolo de las 
escuchas de su teléfono. Para una explicación más 
detallada, escanee el código QR en el frente de la caja.

ك المحم�ل  ضع هاٮ�ڡ� اصة ، ڡ� �اء محادٮ�ة ح� ب ���� إح�  إذا كٮ�ت ٮ�رع�
ل هذا الصٮ�د�ق ص الذي ٮ���د الٮ�حدث إلٮ�ه داح�  وهاٮ�ف الشح�

لل من الصوت ه.  هذا الصٮ�د�ق معٮ�م للضوء المرئ�� ��ڡ� لڡ�  �أع�
 �الٮ�رددات ، مما ٮ�حمٮ�ك من الٮ�صٮ�ت ٮ��اسطة الهاٮ�ف.  للحص�ل على

دمة الصٮ�د�ق ود ���� مڡ� صٮ�لاً ، امسح الرمز الموح� ش�ح أكٮ�ر ٮ�ڡ�

यिद आप एक िनजी बातचीत करना चाहते ह3, तो अपना मोबाइल फोन, और िजस 
=ि? से आप बात करना चाहत ेह3, उसका फोन इस बॉB के अदंर रखE और इसे 

बंद कर दE। यह बॉB GHमान Iकाश के िलए अपारदशL ह ैऔर 
Nिन और रेिडयो को कम करता ह,ै आपके फोन Pारा िछपकर 
सुनने से आपकी रTा करता है। अिधक िवXतृ िववरण के िलए, 
बॉB के सामने [ूआर कोड को ]ैन करE।

如果您想進行私人談話，請將您的手機和您想與之
交談的人的電話放在這個盒子裡，然後將其密封。 這
個盒子對可見光是不透明的，可以減少聲音和無線
電，保護您免受手機竊聽。 更詳細的解說，掃描包裝
盒正面二維碼。
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Hinge and clasp detail are intentionally unspecified, and should be produced according to the manufacturer’s best practices.
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8mm ID loops on front and rear clamshell for a lock or zip-tie

Recess to retain a standard
sized itentification card

85.6mm x 53.98mm x 0.76mm

Stands to allow the case to stand upright unsupported

Bumpers to protect printed surface

10mm ID loops on rear clamshell for a neck-strap

Design for standard-sized replaceable O-ring gasket

Pocket to retain an Apple AirTag tracking device,
OUTSIDE OF RADIO FREQUENCY SHIELDING

Hinge pins in clamshell hinge and clasp must be stainless steel.Indentation to match retention tab in mounting bracket

Molded foam insert

Accoustiblok 6mm sound-dampening membrane cast-in-place

Bonded black fabric facing on inside surface
(May be RF-blocking fabric)

Additional layers of metal foil cast-in-place as necessary to achieve RF blocking

Inserts affixed to inside of clamshell with adhesive.
Rear insert fully adhered to rear clamshell.
Front insert glued at top-half only, so that insert can be bent back to expose AirTag pocket.

13 per linear foot of 54" wide Acoustiblok Blok16 material
available in multiples of 30' for $399/roll EXW.



Threats Blocked

note: scale is log10

Threat landscape varies drastically day-to-day - depends on 
active campaigns & data from TI partners

Blocks seen @ TMP node



Tampere Traffic Origins
Most TMP traffic is from .fi and vice versa - good work, TREX!

Largest AS origins: 719 (Elisa Finland), 1759 (Telia Finland), 1741 (CSC/Funet) 
Typical 1m origin prefixes: ~300 
Typical 1m AS origins: ~60 
Typical 1m AS transit (next-hop): 13



Thanks, and Questions?
https:// pch.net

Bill Woodcock
Executive Director

Packet Clearing House
woody@pch.net


