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What is Quantum Key Distribution (QKD)?
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* Cryptographic Protocol, relying on guantum mechanics (here:
BB84)
* Two parties share a secret key to en-/decrypt messages

Q

* Eavesdropping detected by errors in the communication

Source: A. Igbal et al.: Quantum Cryptography: A brief review of recent developments and future permpectives
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* Eavesdropping detected by errors in the communication

Source: A. Igbal et al.: Quantum Cryptography: A brief review of recent developments and future perpectives
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What's not QKD?
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* No encryption - Merely a key exchange

* Alice: is Bob really Bob? - No authentication, this relies on traditional
channels

Source: A. Igbal et al.: Quantum Cryptography: A brief review of recent developments and future perpectives
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Project Goals

* Deployment and research of QKD systems for single photons
and entangled photon pairs

* Integration in existing netzworks and essential Internet
infrastructure (IXPs)

* Development and test of use-cases for QKD- and IT systems in
different scenarios

o Rural
o Urban
o Long-distance / WAN links
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1) Hard- and software elements for pre-certification

PN

*" Berlin %

Testbed 1: Berlin
* Entanglement-based multi-party-QKD and KMS

* Verification and certification of QKD-components
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2) QKD in the Data Center
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Testbed 2 @ DE-CIX

* Connecting multiple data centers

* Using the Quantum Optics Jena QKD-System
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3) QKD long-distance multi-hop link (670km trusted relays)
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* QKD link spanning a long distance
* 670km between Fraunhofer HHI and DE-CIX



De CIX

FhG Project Centrum
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* Secure interconnection between
health kiosk and clinic

* 220km distance
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DE-CIX: Research Questions and Use Cases

* Research Questions

* Data Center Requirements: Rack space, peak- and average power
level, temperature, vibration, etc...

* Fiber dependencies: Type of fiber (single mode vs. multi mode),
maximum distance in metropolitan areas, error rates, bandwidth and
latency of QKD operations

* Use cases
* Securing control plane traffic (BGP) and data plane traffic

* |XPs as QKD service provider
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QKD: Operational Limitations (1/2)

* Specialized HW at currently very high costs
* Sources and detectors for single photons
* Partially cryogenic cooling with very high energy consumption required

* Desired: QKD in a pluggable network optic

* Distance and end-to-end security
* Signal loss increases exponentially with the fiber length
* QKD relays to repeat the signal required every ~100km
* QKD relays read the key material, operator must be trustful

* Desired: Quantum repeaters (in research) / higher ranges
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QKD: Operational Limitations (2/2)

* Traditional Crypto for Authentication
* QKD doesn't solve Authentication (“Is Bob really Bob?”)

* Either rely on traditional crypto or use Postquantum Cryptography
(PQC)
* Desired: at least integration of PQC (in research)

* Wait ... there's Postquantum Cryptography (PQC)?
* NIST contest for PQC algorithms
* First algorithms are standardized (as of August '24)

* There's no such contest for QKD technology?

* Rivalry between QKD and PQC, outcome unclear as of today
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Conclusion

* QKD is an exiting research topic
* Some fundamental problems aren't solved yet

* Only niche use cases realistic currently

* Marketability is at least a few years from today

* Form factor, range, energie requirement, standardisation etc.

* We observe a race: Post-Quantum-Cryptography (PQC) vs. Quantum
Key Distribution (QKD)
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Thank you for you attention!
Any questions?
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