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About me

• A brief background about me

• Cisco NetAcad Trainer

• MikroTik Certified Trainer and consultant from 2016

• Ubiquiti Certified Trainer from 2017 to 2025



Presentation Topics

• Introduction to ACI

• Understanding the basic of ACI

• Automation in ACI

• Object structure model in ACI

• Practical demonstration



Introduction to Cisco ACI



Introduction to Cisco ACI

• What is SDN?
• Cisco ACI Can be integrate with the following solutions:

• Kubernetes
• Rancher
• OpenStack
• OpenShift
• Microsoft
• Red Hat
• VMware & VMware SDN



Introduction to Cisco ACI



Understanding the basic of Cisco ACI

• Cisco ACI and the APIC

• APIC REST API
• It allows us to communicate with the APIC using standard web protocols, primarily HTTP.

• Sending requests to specific web addresses or endpoints leads to perform actions.

• These actions typically defined by HTTP methods like GET (Retrieve information), POST (To create 
new objects), PUT (to modify existing objects) and DELETE (to remove objects).

• The APIC API primarily uses JavaScript Object Notation (JSON) as the data format for both 
responses (Requests and Receiving).

• Postman overview



Automation might be a requirement in ACI

• Simplified configuration management.
• Reducing human errors.
• Increasing network reliability.
• Central network management and control.
• Enforcing policies consistently.
• Compatibility with multi-vendor environment.
• Rapid application deployment and many more.



Vital things about Cisco ACI for 
automation

• ACI object structure model and it’s REST API
• Automation tools can be used with ACI

• REST API
• Python SDK (Cobra SDK)
• acitoolkit
• Ansible
• Terraform

• Necessary data for configuration



Cisco ACI Object structure model
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1:n means one to many, n:n indicates many to many.
Hierarchical structure
Referential
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Cisco ACI Object structure model
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Practical demonstration
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Using ACI Inspector to create an API calls



Creating and environment with desired variables



Login to the APIC by Postman



Creating a Tenant with REST API

https://sandboxapicdc.cisco.com/api/node/mo/uni/tn-Finance_Tenant.json





Creating a VRF



Creating a Bridge Domain & Subnet



Creating an Application Profile & EPG



Lets make a .CSV file



Add the .CSV file into the Runner



Run results



Run results



Verify the configuration from GUI



Verify the configuration from GUI



Verify from Postman by using GET method



Thank you


