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About me

A brief background about me
* Cisco NetAcad Trainer
* MikroTik Certified Trainer and consultant from 2016

« Ubiquiti Certified Trainer from 2017 to 2025



Presentation Topics

* Intfroduction to ACI

» Understanding the basic of ACI
« Automation in ACI

* Object structure model in ACI

* Practical demonstration



Introduction to Cisco ACI
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Introduction to Cisco ACI

* What is SDNe

» Cisco ACI Can be integrate with the following solutions:
« Kubernetes
« Rancher
« OpenStack
« OpenShift
* Microsoft
 Red Hat
« VMware & VMware SDN



Introduction to Cisco ACI
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Understanding the basic of Cisco ACI

* Cisco ACI and the APIC
 APIC REST API

« It allows us to communicate with the APIC using standard web protocols, primarily HTTP.
+ Sending requests to specific web addresses or endpoints leads to perform actions.

» These actions typically defined by HTTP methods like GET (Retrieve information), POST (To create
new objects), PUT (to modify existing objects) and DELETE (to remove objects).

+ The APIC API primarily uses JavaScript Object Notation (JSON) as the data format for both
responses (Requests and Receiving).

e Postman overview




Automation might be a requirement in ACI

« Simplified configuration management.

« Reducing human errors.

* Increasing network reliabillity.

« Cenfral network management and control.

« Enforcing policies consistently.

« Compatibility with mulfi-vendor environment.

« Rapid application deployment and many more.



Vital things about Cisco ACI for
automation

« ACI object structure model and it’'s REST AP

« Automation tools can be used with ACI

« REST API
* Python SDK (Cobra SDK)

« acitoolkit
* Ansible
e Terraform

* Necessary data for configuration



Cisco ACI Object structure model
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Cisco ACI Object structure model
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Cisco ACI Object structure model
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Practical demonsitration
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Using ACI Inspector to create an API calls
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Login to the APIC by Postman
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Creating a Tenant with REST API
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Creating a VRF
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Creating a Bridge Domain & Subnet
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Creating an Application Profile & EPG
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Lets make a .CSV file
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Add the .CSV file into the Runner

(o Home Workspaces v APl Network

Cisco Workspace New  Import &0 Overview

APIC-DC-TES APIC Login Creating EPC e oF Creating Apg [*] Runner APIC-DC-TEST Copy v =53]
Collections

Run Sequence Deselect All  Select All  Reset Functional Performance

> ACI Calls

i : - Choose how to run your collection
=) .
: v ACl scenario Y eoe : APIC Login

Environments Creating Tenant

PosT APIC Login

© Run manually

Run this ion in the Collection Runner.

Add request Creating VRF Schedule runs

) cally run collection at a specified time on the Postman Cloud
POST Creating Tenant Creating Bridge Domain & Subnet e A A
Add folder ; - .
Creating Application Profile Configure CLI comma 3 run on your build ¢

POsT Creating VRF

Creating Application Profile Copy
PosT Creating Bridge Domain & Subnet| Run Creating EPG new

Run configuration

Iterations (@

History

pPosT Creating Application Profile updating Application Profile *
) Share
> Cisco ACI % Amin Younessi's fo... "status"

: ) ) Move totalCou
> Cisco Secure APls %' Amin Younessi's fo... Test data file ()

Only JSON and CSV files are

[}

> Cisco-SD-WAN-Alw... aminyounessi's Fork —  Seclect File ACI Variables and data.csv Preview ¢ X

> Advanced settings

— =

@ 31/25 runs used. G
Learn more 2

Rename
Duplicate

Delete

saders (14

{} JSON v  [> Preview ¥




ACl scenario - Run results Automate Run v + NewRun [ Export Resuits

A Ran today at 06:52:55 - View all runs
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Runner APIC-DC-TEST Copy 4 9s 676ms 20 302 ms

All Tests Passed (4) Failed (16) Skipped (0) View Summary

Iteration 1

POST APIC Login
https://131.226.217.153/api/aaalogin.json 2 ms 2.457 KB

No tests found
POST Creating Tenant
https://131.226.217153/api/node/mo/uni/tn-Marketing_Tenant.json 352 ms

No tests found
POST Creating VRF
https://131.226.217.153/api/node/mo/uni/tn-Marketing_Tenant/ctx-MD-VRF json 258 ms 637B

No tests found
POST Creating Bridge Domain & Subnet
https://131.226.217.153/api/node/ma/uni/tn-Marketing_Tenant/BD-Marketing_DMZ_BD.json 247 ms

FAIL Response status code is 400 | AssertionError: expected 200 to deeply equal 400

FAIL Response time is less than 200ms | AssertionError: expected 247 to be below 200

PASS Response has required fields: totalCount and imdata

FAIL Validate the error object structure in imdata | AssertionError: expected [] to have a length above +0 but got +0

FAIL Error code is a non-empty string | AssertionError: expected [] not to be empty

POST Creating Application Profile Copy
https://131.226.217153/api/node/mo/uni/tn-Marketing_Tenant/ap-Finance_INT_EPG.json 200 317 ms




Run results

ACl scenario - Run results Automate Run v 4+ NewRun [ Export Results
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Verify the configuration from GUI
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Verify the configuration from GUI
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Verify from Postman by using GET method
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