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Problem description: infected hosts

- get rid of malicious traffic
- inform the user about a problem

- mechanize all you can, offload some work from
helpdesk/service desk (automatized system)



Interface TenGigabitEthernet0/0/1
ip policy route-map walled-garden
route-map walled-garden permit 1
match ip address 150
set ip next-hop XXX.XXX.XXX.XXX

various upstreams [ peers

1 permit tcp host XXX.XXX.XXX.XX apaChe'l'Squd
2 permit tcp host XXX.XXX.XXX.XX
3 permit tcp host xxx.xxx.xxx.xx
4 permit tcp host XXX.XXX.XXX.XX

99999 deny ip any any (988641

if ($ip == "xxx.xxX.XXX.XXX") {
$output = "302:http://garden.suomicom.fi:3129/xxx.xxX.xxx.xxx.html";

}



Walled Garden

ids-engine events Cert.fi autoreporter Manually via php-ui
\ ianItS /

PHP Framework
-incidents
-blacklists
-whitelists

Generates:

S

Squid configs HTML pages

-for displaying a -information for customer
dynamic page what to do next
describing the problem -feedback form

to customer

Cisco ACLs

-for hijacking customers
http traffic from the
choke points
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MENU

RULES
-list
-search
-add

BLACKLIST
-list
-add

WHITELIST
-list
-add

SC Walled Garden 0.5

Listing active rules

‘108 Datasource: B, Malware type: ZeroAccess, C&C: 70.189.34.35/16470, AS: ‘2013-10-21 ‘2013-10-23 Imported from ‘3600 ‘ACTNE Fn?:llt;ient

22773, DNS name: ip70-189-34-36.1f br.cox.net 15:10:08 13:37:26 email

-—-—————-
|delete this rule ACTIVE! |[Edit rule
|delete this rule \|ACTIVE! |[Edit rule

105 Datasource: B, Malware type: Zeus, C&C; 173.193.197.184/80, AS: 36351, 2013-10-21 2013-10-23 Imported from 3600 ACTIVEI Edit
C&C url: /, DNS name: fuxgdtmnbdzlrdjrbafcynr.info 15:10:06 13:37:33 email incident
ACTIVE! dlt rule

|delete this rule
104 Datasource: B, Malware type: ZeroAccess, C&C: 68.231.30.9/16470, AS: 2013-10-21 2013-10-23 Imported from 3600 ACTIVE Edit
22773, DNS name: ip68-231-30-9.ph.ph.cox.net 15:10:06 1:3:37:31 email incident

-—-—————-
|delete this rule |ACTIVE! |Edit rule
|delete this rule ACTIVE! |[Edit rule
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enemmdn kuin logjokaista

Internet-yhteyttanne on rajoitettu

Koneellisessa seurannassa on havaittu, ettd yhteyttdnne (IP-osoitteessa 79.134.113.149) kayttad jokin haittaohjelmalla
saastunut tietokone tai muun laite. Tasta johtuen lilkenteesi ohjataan hetkeksi tdlle sivulle tiedotustarkoituksessa.

Jotta valttyisitte jatkossa tdlta ilmoitukselta, tulee teidan puhdistaa haitallista liilkennettd aiheuttava laite tai poistaa se
pikimmiten verkosta. Voitte kayttaa tietokoneen puhdistuksessa tunnettujen tietoturvayhtididen palveluita, joiden linkkeja

liydatte alempaa.
Yrityskayttdjan kannattaa ensisijaisesti ottaa yhteytta omaan ldhitukeen ongelman ratkaisemiseksi.

IN ENGLISH
An infection has been detected on your computer or network connected device

(on 1P-address 79.134.113.149) and web traffic is temporarily redirected to this infopage.

To fix the problem, please clean your infected devices with an anti-malware software or physically remove the device

from the network. You may find the links below helpful when cleaning your computer.

In case you are a corporate user, please contact your local [T-support about the matter.

~ (v Norton “RYKY 2
F-Secure:" by Symantec KASPERSKYE

F-Secure Online Scanner Morton Security Scan Kaspersky lab Free Virus Scan

Tarkempia teknisia tietoja ongelman aiheuttajasta / Technical details about the problem:

Datasource: B, Malware type: ZeuS, C&C: 173.193.197.194/80, AS: 36351, C&C url:
/£, DNS name: fuxgdtmnbdzlrdjrbafcynr.info,tcp:80



Features

e Support for white/blacklists
 Templates for different kind of incidents

* Events from IDS (in unified2 format) and email
attachments (IMAP)

* Feedback to help-desk's email/ticketing system
directly from customer

 Easy way to manipulate traffic (leaving or
incoming to your network)

 GPL, open source, do what you wish (or don't!)
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Disclaimer:




THANK YOU!

* Project on sourceforge:

Kittengarden.sourceforge.net

Questions?
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